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FP Web Configurator Tool version 2.2 update notes (May, 2010)
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Thecurrent release of the FP Web Configurator Tool hasthe following new features:

* Modbus-TCP Client timeout handling improved:
Normally the server response timeout value on lieatcside should be set to a longer time thamth&imum response
time of the server.
For example:
* The Modbus-TCP server is built up with an FP Wadzver plus PLC (Al setup).
* The normal response time of the Modbus-TCP semguires only a few milliseconds.
* But if the PLC of the server does not responditbeate or cable problem), it can take up to 3sttecthe server sends
back a response to the client!
* Therefore the client should be set up with a seresponse timeout value of 4s or more.
With such timeout values the client will receiverasponses (also the error response codes) frerseitver. Otherwise the
client will disconnect the server after each dedbsegjuest if the configured timeout values arestoort!
Improvements made:
The FP Web Configurator now issues a pop-up mess#geserver response timeout is set below 4sl the Modbus-
TCP client functions B1 and B3 of the FP Web-Sewiirnow disconnect the remote server if no resmois received
within the configured response timeout.

* Modbus-TCP B1 client PLC example program improved:
The FPWIN Pro "Modbus-TCP-Client" example prograomtcols the FP Web-Server (setup as a Modbus-TiEéRt n
mode B1) to communicate with a remote Modbus-TGReseThe following improvements were made:
- Example application in ST and FBD programmingglaage available.
- The server IP address (or URL name) can be difivith each Modbus command
- The busy/done/ready output from the function klddodbusTCP_Send()" was repaired
- A new error code is reported if the local cli&f Web-Server is not working
- The error flag and value are activated for oremsd (following commands delayed)
- Test input X0...X3 handling simplified for easiarderstanding
- Comments improved. List of error codes included.
Please note:
The PLC/PLC data exchange sample system "ModbusAigplePLCsystem” was also adopted because it isl lmasthe
"Modbus-TCP-Client".

* New PLC sample program for usage with M odbus-TCP client mode B3:
The FPWIN Pro "Modbus-RTU-Master" example progrdmoves the usage of the FP-X Modbus-RTU master fansti
An FP-WEB unit can be used (instead of a serial M3dRTU slave unit) as a converter to access a MadICP server.
A configuration file is included to set up the FReBVServer (Modbus-TCP client mode B3) to act awdids-RTU slave
and redirects the communication to a Modbus-TCResem the PLC program is a description explaifemwto use this
solution (Modbus-TCP client mode B3) instead of Madbus-TCP client mode B1 (see PLC example prodidodbus-
TCP Client"). Also a Modbus-TCP server PC progranmcluded for a first test.

e "Transparent TCP/IP Client Port" with PLC communication instead of RS232C:
The standard "Transparent Client Port" functiors &st a TCP client and establishes a data connacdover via Ethernet.
All data received via the 9-pin RS232C port of BieWeb-Server is forwarded to the server. And datd by the server is
output to the 9-pin RS232C port of the FP Web-Serve
The new option makes it possible to send and reagava to and from the PLC's memory instead 09than RS232C port
of the FP Web-Server. The 9-pin RS232C port ofRRaNeb-Server is available for modem connectiohs. AP Web-
Server accesses the PLC via the 3-pin RS232C pdtEBVTOCOL commands. For data transfer the FP WelwS
periodically reads a dedicated PLC memory arealihglcontrol flags and data. With this the PLC cantrol the
receiving and sending of data (data block sizeoutkB).
Under "C:\Program Files\Panasonic-EW Contro\Camfigor\FP-WEB2\FPWIN-Pro_Example" you can find mpke
PLC program "TranspClientSPS.asc" that demonstraiesto send data to and receive data from theeselv this sample
PLC program, you will also find a detailed memorgaaand procedure description.
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» "Transparent TCP/IP Client Port" with optional server addressdata tag:
The FP Web-Server tryes to detect a special tag{lik0.10.12.22}<cr> in the data stream (comingiirthe 9-pin RS232C
or from the PLC memory). This tag is filtered ontla different server with the IP address of trecid tag is connected.
The following data is sent to/received from the lyegonnected server.

e "Transparent TCP/IP Client Port" datatag can handle server URL names: (*)
As described above, the Transparent Client Podtioim can optionally analyze the incoming datasstréfrom the 9-pin
RS232C or PLC memory) to detect the special dataedining the server IP address to which to conrer the
FP-WEB2 unit, a URL name can now be used insteah P address.
The following are valid tags: {110.10.12.22}<cr> {Ipeweu.dyndns.org}<cr>
Notes on the DNS resulotion:
For URL to IP address resolution, a DNS serveedgiired in the network. At the time a valid taghnat URL name is
received, a DNS look-up is performed to translatelWRL name to the IP address for the new servatic®NS server
addresses can be defined under "Config". Alterehtithe DNS servers of the ISP can be used if laodibconnection is
online. With this and the usage of DynDNS, anyrmé¢ unit with a changing IP address can be acdesse

» Uptoten MEWTOCOL port servers (*):
With the FP-WEB2 unit it is possible to configune to ten MEWTOCOL port servers for PLC communicatiBut be
aware that all ten servers use the same 3-pin RS288al port to communicate with the PLC! Duelte limited data
bandwidth of this serial port, the response timeioarease drastically. Especially if other FP-V&asver functions (email
support, web page with PLC data, Java applets, M@dhd IEC60870 interfaces) are active at the samae

» Java Script fileswith PLC variable names:
Especially for Ajax-based Java Script program fites useful to use PLC variable names insteaabsblute PLC
addresses. The same .CSV file (FPWIN Pro expoftashgvariable list) is used for variable namegaashtm files to
reference PLC addresses. If the Java Script profjlamses the extension .js, the special taggigiée'}, which were
replaced by the corresponding PLC address beferél¢hwas sent down to the unit are searched for.

For example:

Original JS text entry: CSV list: Used on JS runtime:
var PLC1 = {'Flag; Flag = R901D avPLC1 = R901D;
var PLC2 ="{'Cntr'}"; cntr = DT100 v&@LC2 ="DT100";
var PLC3 = {'Value'}; ValuE = DDT20 avPLC3 = DDT20;

* Modbus-TCP Client can use a URL nameto addressthe server (*):

With the FP-WEB2 unit, a URL name can be definesiead of

a static IP address for the default Modbus-TCPesemhis is valid for:

» Bl Function: "Modbus-TCP Client for the PLC":
The Modbus-TCP server can be addressed via a coefigdefault URL. Optionally the PLC program caodify the
default URL. An updated example PLC program islalée. If the variable 'ADD' (bit 0-31 of DDT6Q set to the
value 2, the 3-digit value of the variable 'HNNbit§ 8-15 of DT63) is added to the host name:
Example: Default=station.net 'ADD'=2 'HNN'=2 -{IRL=station002.net

» B3 Function: "Modbus-TCP Client Gateway for Any Mua-RTU Master":
The Modbus-TCP server can be addressed via a coefigdefault URL. Optionally the current RTU sladdress
can modify the default URL.
Example: Default=station.net RTU address=3 RL=station003.net

Notes on the DNS resulotion:

For URL to IP address resolution, a DNS serveedglired in the network. At the time the Modbus-TeiEnt function
(controlled by the PLC or a Modbus-RTU master) waotconnect to the remote Modbus-TCP server, a DNISup is
performed to get the IP address for the configWBdL. Static DNS server addresses can be definedrui@bnfig".
Alternatively the DNS servers of the ISP can balufa dial-out connection is online. With this athd usage of DynDNS,
any Internet unit with a changing IP address caadoessed.

* Browser for default web file editor:
Under "Web / Edit With" a default editor can beigssd for the selected file type. Administratorhtig are necessary for
this. New in this version is that any editor (exatle program) can be browsed for locally.
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* PLC variablesof thetype DUT can now be addressed via a variable name:
PLC registers can be addressed within HTML pages bgriable name. For cross-reference a .CSVdifeeeded in which
all global variable names are listed together witir PLC addresses. The .CSV file can be genetat¢ePWIN Pro under
menu item "Extra / Export CSV File". Be sure to tise export file type "CSV Export Global Variablest(*.csv)". Do
not use "CSV Export Project (*.csv)" because thisild also include the local program variable naames$ addresses.
Global arrays can be addressed within the HTML fmgtheir variable names plus the attached indewlrar, separated
by one underscore. For example 'name_8' or 'varidhl.
New in this version is that also global variablétype DUT can be addressed by a variable nameamitle HTML page.
For example, 'name.item'’ or 'variable.subl".

e HTTPSweb server with FP-WEB2 unit (*):
Under tab 'Web' an HTTPS server can be switched'lois.is possible in addition or alternatively ke tstandard HTTP
server. The HTTPS server uses TCP port numberA4&rning is displayed if one of the TCP port sesvis configured
to listen on port number 443. The secure HTTPS comication is based in X.509 certificates. The ditfd@ TPS
certificates are copied into the configuration pobjfolder. These certificates can be replacedusyoener-specific
certificate files. See separate documentation entbaget individual certificates and how to previdrd web browser
warning message popup upon connecting the firg tovthe HTTPS site.

* MEWTOCOL communication viaHTTP server:
Optionally MEWTOCOL communication with the PLC che done via port 80 and the HTTP server. Thispe@sally
useful for Internet systems and PLC access viaypgateways. Also enhanced web pages (Java appetsAripting) can
directly communicate with the PLC. For exampledad register DT200 via HTTP, 'Get' the MEWTOCOL caand
should look like this: "http://199.199.26.52/plc?%%®RDD0020000200**".
Please note that the '#' sign is replaced bycharacter. The HTTP response holds the raw MEWTO@&h such as
"%01$RD375D63". In case of access limitations tieoproblems, the error code "%01!94**" is returned
To avoid security problems, PLC access can be aeteigldisabled or reduced to read-only access.

e Two IP addresses (*):
An FP-WEB2 unit can be set up with two differentNLAP addresses. Both IP addresses can be accegshedsame time
with identical functions. Additionally, it is posde to change the second IP address (if enabldtisecurity setting) via
the UDP configuration interface.

* Project documentation:
A new "Comment" button allows you to save commaeamid notes for configuration. A new file "commertt.is generated
in the project folder.

e Systemrestart timer:
Optionally the FP Web-Server unit can be set ugutomatically restart the unit after a specific tvemof hours (1 ... 500).
This can perhaps increase system reliability.

* MEWTOCOL server installation test:
In the section on 'Ports’, a new button allowsMiEBAVTOCOL port server of the unit to be tested. Rasd protection is
also supported.

» Automatic browser start for selected unit:
Use the 'Find' button to list all FP Web-Servertsifbund. Hold down the ALT key while double-cliokj the appropriate
unit to open the homepage of the unit in a new saywindow.

» All found unitslisted in an HTML link page:
Holding down the ALT key while clicking the 'Finbutton will additionally generate an HTML page thats all units
found. The HTML link page is opened in the browgeclick on the appropriate link will open the hopage of the
selected FP Web-Server unit in a new browser window

e Transparent TCP port server and client timing optimized:
Packing time reduced to 5ms for baud rates abo08 Bfs.
Task idle time reduced to 16ms.
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* Minor improvement and bug fixes:

- Web file list display speed improved. Plus ch&gakey positioning.

- Possible problem with unavailable NTP server adlv

- Http GET response for XML with mime-type "text/Km

- PHP central server logout also under error caomt

- Preparations for RTOS update function with "Alfitialize".

- Maximum number of simultaneous Http connecticgduced to not overload the TCP-IP buffer by mutifjax
applications. (*)

- Modbus-TCP socket timeout, nagle and keep alarameter handling improved. (*)

- The last email server error message is displaigedelnet. (*)

- Handling of "Read Only" project files (exampleriglates) improved.

- IEC60870 can also handle new PLC library witharded timestamp.

- IEC60870 parameter entry dialog optimized foustured addresses.

- Central PHP Internet server re-logon with eaatiopkc test.

- New "Example16" included. Dynamic web page updéth Ajax and JS.

- Handling of multiple instances optimized.

- Check after selecting a unit was optimized, &sslow networks.

- Web pages upload improved: Don't start FTP teari$tast file shows an error or if .xml file haame name as .htm file
(both with PLC data).

- IEC60870 can additionally handle RS232C baud &&00 and 600bps.

- IEC60870 license handling changed: IEC60870 goméitor is enabled after license code protectddllaton of the
IEC60870 PLC library.

- Timeout value calculation for detection of a lepMMEW multiframe com:
Timeout in seconds = PLC_TMO x 3 (was x 2). PLC_Tk&#2 Chip.ini file.

Note (*):
This modification was made only for the FP Web-8e2(FP-WEB2) unit.
If necessary, a warning message is displayed anflitiction is disabled if such a configurationesitsto an FP-WEB unit.

Thank you for using the FP Web Configurator Tool
Panasonic Electric Works Europe AG

Panasonic Electric Works Europe AG --- Rudolf-Diesel-Ring 2, 83607 Holzkirchen, Germany,
Tel: (08024) 648 - 0, Fax: (08024) 648 -111, Internet: www.panasonic-electric-works.com 07.07.2010 Page 4/4



